-----Original Message-----

From: 
Patrick Pizzella Public  

Sent:
Tuesday, October 16, 2001 9:09 PM

Subject:
Safe Mail Handling Procedures

Importance:
High

In this time of increased security awareness, we must all do our part to educate ourselves on the potential risks we may encounter in what we previously thought of as routine tasks.  Recent events in Florida, New Jersey and New York have alerted us all to the need for caution when handling mail and packages. Unfortunately risk remains an unavoidable part of everyday life. However, working together we can minimize risk at our DOL worksites.

The U.S. Postal Service advises that over 200 billion pieces of mail are delivered in America each year. Thus, even with the recent events, the chance of encountering mail that could present a risk to you is extremely low.  At the same time, it is appropriate to be attentive to a possible threat from mailed materials and know what to do should you encounter a suspicious letter or package. 

The information below, provided by DOL's Office of Inspector General, represents experience-based guidance for recognizing suspicious packages and what to do if you suspect a package may contain a hazardous substance. 

For further information, the following links to the U. S. Post Office

Service, General Services Administration, Center for Disease Control, and Federal Emergency Management Administration also provide authoritative advice on recognizing suspicious packages and appropriate response measures. 

The following link to a U.S. Postal Service release contains questions and answers related to anthrax and delivery of anthrax through the mail:

www.usps.com/news/2001/press/pr01_1010tips.htm

<http://scripts.osha-slc.gov/cgi-in/redirect?url=http://www.usps.com/news/

2001/press/pr01_1010tips.htm> 

The following link to a GSA advisory contains information on dealing with suspicious items and responding to possible exposures:

www.gsa.gov/Portal/content/policies_content.jsp?contentOID=119283&contentType=1006

The following link to the Center for Disease Control contains a fact sheet on anthrax:

www.cdc.gov/ncidod/dbmd/diseaseinfo/anthrax_g.htm

<http://scripts.osha-slc.gov/cgi-bin/redirect?url=http://www.cdc.gov/ncido

d/dbmd/diseaseinfo/anthrax_g.htm>

The following link to FEMA provides guidance for All-Hazard Emergency Operations Planning

www.fema.gov/library/allhzpln6g.htm

<http://scripts.osha-slc.gov/cgi-bin/redirect?url=http://www.fema.gov/libr

ary/allhzpln6g.htm>

Please be assured we will continue to monitor the possible risks to DOL employees and take appropriate measures to minimize such risk. At the same time, please continue to do your part to be vigilant as you go about your jobs. I encourage you to read and put into use the guidance that follows. 

HANDLING OF MAIL AND PACKAGES

*
Be observant for suspicious envelopes or packages.

*
Open all mail with a letter opener or method that is least likely to disturb contents.

*
Open packages/envelopes with a minimum amount of movement.

*
Do not blow into envelopes.

*
Do not shake, pour out contents.

*
Keep hands away from nose and mouth when opening mail.

*
Wash hands after handling mail.

Some items that can trigger suspicion:

*
Excessive postage 

*
Handwritten or poorly typed addresses 

*
Incorrect titles

*
Misspellings of common word

*
Unusual size or unusual weight given the size of the package

*
Protruding wires or aluminum foil

*
Excessive tape or string

*
No return address or postmark that does not match return address

*
Lopsided or oddly shaped envelope

*
Restrictive endorsements such as "Personal" or "Confidential"

*
Addressed to individual no longer with organization

*
Strange odors or oily stains

How to handle a suspect package or letter:

*
Stay calm.

*
Do not shake or empty the contents of any suspicious package or letter.

*
Keep hands away from mouth, nose and eyes.

*
Isolate the package or letter.

Cover the envelope or package with anything (e.g. clothing, paper, inverted trash can, etc.) and do not remove cover.

*
Notify others in the room, turn off any fans/portable heaters,

evacuate the room, and close the door.

*
Ensure no one enters the room until proper authorities arrive.

*
Wash hands with soap and water.

*
Report incident to security and to the Federal Protective Service so they may notify appropriate authorities.

*
Report incident to facility management so they can shut down the room's ventilation system.

*
List all people who were in the room or area when the package or letter was recognized.  Give this list to the health and law enforcement officials.

Envelope with powder and powder spills onto surface:

*
Remain calm and stop opening the letter or package

*
Do not try to clean up the powder

*
Cover package or the spilled contents with anything being sure to avoid disturbing the powder. Do not remove cover.

*
Notify others in the room, turn off any fans/portable heaters,

evacuate the room and close the door

*
Ensure no one enters the room until proper authorities arrive.

*
Wash hands with soap and water.

*
Report incident to the Office of The Inspector General, the Federal Protective Service and the Security Office, so they may notify appropriate authorities.

*
Report incident to facility management so they can shut down the ventilation system to the affected floor or room

*
Remove heavily contaminated clothing as soon as possible and place into a plastic bag or other container that can be sealed.  This bag should be given to responders for proper handling.

*
Shower with soap and water as soon as possible. Wash hands with soap and water.

*
List all people who were in the room or area when the package or letter was recognized.  Give this list to the health and law enforcement officials.

Thank you for your cooperation.
_______________________________________________
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